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Phishing Attacks Explained

What is Phishing?

A sophisticated technique used to trick you into allowing access to sensitive information
which you would not knowingly provide, such as:

Your login credentials.

Access to your personal email account.
Access to your personal computer.
Confidential member information.

Financial information or actual funds.

How does it work?

Almost all attacks fall into 2 scenarios.

1.

Getting you to click

The fraudster you a compelling message that appears to come from a recognizable
source. The message entices you to click a link or open a file, enabling the fraudster to
install malware aimed at allowing them access to sensitive information on your
computer, or to record your keystrokes.

—— Forwarded Message —
From: PayPal <pavpal@notice-access-273 com>

To:

Sent: vwweanesaay. January 5. 2017 10:13 AM

Subject: Your Account Has Been Limited (Case |D Number PP-003-153-352-657)

PayPal

Dear Customer,

We need your help resclving an issue with your account. To give us time to work together on this. we've temporarily limited what you can do with your account until the issue is resclved
We understand it may be frustrating not to have full access to PayPal account. We want to werk with you to get your account back to normal as quickly as possible.

What the problem's?

We noticed some unusual activity on yeur PayPal account.

As a security precaution te protect your account until we have mere details from you, we've place a limitation on your account

How you can help?
It's usually pretty easy to take care of things like this. Most of the time, we just need a little more information about your account

To help us with this and to find out what you can and cant do with your account until the issue is resolved, log in to your account and go to the Resclution Center

Help | Contact | Security

This email was sent o you, please do not reply to this email. Unfortunately, we are unable to respond to inquiriss Sent to this address. For immediate aNSWers o your questions, Simply visit our Help Center by clicking Help
at the bottom of any PayPal page.

© 2016 FayFal Inc. Al ights reserved

2. Taking you to a fake website

The fraudster sends you a compelling message, which likely also appears to come
from a trusted source. The message draws you to a data harvesting site that they've
created, which also appears to you to a site belonging to your trusted source.
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What makes the message seem trustworthy?

Fraudsters have developed sophisticated methods over time to trick you into believing that
they're someone that you recognize. These fall into 2 categories.

1. Phishing
The fraudster sends out a mass message, and your inbox is on the list. Typically, these
messages will appear to originate from an organization that you have ties to, such as a
bank or volunteer organization.
Often, these fraudsters will perform a deep search for the email addresses of
individuals working for or associated with an organization. They will then use these
email addresses to launch an attack.
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2. Spear Phishing

The fraudster sends you a message which appears to originate from a specific person
whom you already know — even their actual email address. They focus on a targeted
set of individuals and use social engineering techniques to convince you that you're

taking an everyday or urgent course of action.
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Attackers gather intel on Using the gathered intel, The target receives the The attachment executes

an individual in the target an email message is email in his inbox and malware/link leads target
company specifically created for opens the mall with the to a website hosting
the target. The email may malicious malware. In both

come with a malicious attachment/link. scenarios, malware that

attachment or link, executes on the target's

system gives attackers
access to the system and

the network.
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Preventing Phishing Attacks

If an email is prompting you to click on a link or take any action on a site, it is your
responsibility to take the following steps to prevent the disclosure of sensitive information.

1. Check the e-mail address. Is this someone that you recognize?
Never trust the name. Instead, check the entire email address.

Look carefully at what comes after the @ sign. For example, is it @toastmasters.org or
@toastmasterswhq.org?

¥

From: PayPal <paypal@notice-access-J73 com>

To:

Senc yveanesoay, January 25 2017 10:13 AM

Subject: Your Account Has Been Limited (Case |1D Number PP-D0%-153-352.65T)

2. Check the link before clicking. Does it make sense?
Hover your mouse over the link to see the site it will lead you to.

Is the URL spelled correctly?
For example, is it toastmasters.org or toastmusters.org?

Do you recognize the URL?
In the below example, the correct URL for iTunes is not apple with a lengthy extension,
enabling the recipient to recognize it as a phishing attempt.

<Apple@web4.profiwh.com>
from: Apple support <Apple@web4.profiwh.com>
date: Tue, 23 Feb 2016 10:37:55 +0100 (CET)
subject: Apple & iCloud Service New Notice

iTunes

Dear Customer,

We have received your iTunes account is used for fraud. Your account will be suspended until you
confirm that you are the original user account.

- To confirm that you are the original user of this account:

http://appIe.comAcu_stomer-update-information.cgi-bin.986787.updated-secu re.com/

- We want you to accept this new service of protection against fraud and identity theft.
Itunes security team.

All rights reserved. Copyright A© 2015 iTunes S.A .rl. 31-33, rue Sainte Zithe, L-2763
Luxembourg.

District Leader Phishing Prevention Guide 5
February 2021



If you're still unsure, right click and copy the link. Go to an web evaluator site such as
https://safeweb.norton.com/ and use it to test the link’s validity.

3. (Check for other common Phishing red flags.

The email indicates that there is an urgency such as a pending deadline which you
weren't anticipating previously (such as an expiring insurance policy).

There is an offer of large financial rewards.
Content full of warnings or potential consequences.

Suspicious use of words, spelling, or grammar.

Google Kl = 0}

Gmail ~ “ a 0 § | R 2 v
Important: Your Password will expire in 1 day(s) inbox X - B

MyUniversity 12:18 PM (50 minutes ago) -~ -

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renswal

Thank you
MyUniversity Network Security Staff
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4. Ifunsure, verify with the known person or organization.

Call or send a separate email to the person you know to ask if they sent you the link,
file or document.

Instead of using the link in the email, enter the URL you already know into your
browser and check the website directly.

5. Never download suspicious attachments.
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What to do Next?

As A Member

1. Be careful and attentive when checking your email.
2. If you receive a phishing attempt, delete it.

3. If you receive a phishing attempt that is associated with Toastmasters, please notify
phishing@toastmasters.org, then delete it.

As A Leader

1. Be careful and attentive when checking your email.

2. Do not store member information offline.

3. Set secure passwords to protect member information.
4. If you receive a phishing attempt, delete it.

5. If you receive a phishing attempt that is associated with Toastmasters, please notify
phishing@toastmasters.org, then delete it.

6. If you feel the need to communicate with members regarding potential phishing, please
communicate with the Districts team at districts@toastmasters.org first.
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Phishing Prevention

Quick Reference Guide
Prevention Steps

1. Check the email address.
2. Check the link before clicking.
3. Check for other common red flags.
a. Communicates urgency or a pending deadline.
b. Offers financial rewards.
¢. Warnings of potential consequences.
d. Suspicious use of words, spellings, or grammar.
4. If unsure, verify with the known person or organization.

5. Never download suspicious attachments.

| suspect or have fallen for a phishing attempt. What do | do now?
1. Do not reply to or forward the email.
2. Do not click on any links in the email.

3. Do not download any attachments in the email.

4. Notify phishing@toastmasters.org of any Toastmasters-related phishing attempts.

5. Delete the email.
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